RFP 2026-0042/RICKARD
Provision of Software Engineering Services for Database and Web Applications - Database of the Technical Secretariat (DOTS) Modernization
On a Call-Off Basis
Attachment 3: MINIMUM CONTENT OF TECHNICAL PROPOSAL AND TECHNICAL COMPLIANCE MATRIX
Below sets out the Minimum content of the Proposal and the Mandatory Requirements of the Technical Proposal. Bidders are requested to demonstrate compliance with the requirements and add any further information in support of their Proposal. Please refer to the relevant section of the Terms of Reference for further explanation of the requirements. The information provided will form an integral part of the technical evaluation process.  

Part II of this document must be completed and returned as part of the Proposal. 

Part I
	Item
	Minimum content

	 1. Executive Summary
	Provide an overview of the proposal 

	 2. Experience, Resources and Project Management

	 2.1  Corporate Profile and Values
	· Brief background of the company, mission/vision, ownership, size, location, number of personnel by type profile, etc.
· Company business structure and its authority to execute all Work under the Contract.  
· If a consortium, provide a clear explanation of the business relationship between the members and governance for the execution of this project. 
· In case the Bidder requires the services of subcontractors, the Proposal shall include:
a) Relationship of the Bidder’s business to any subcontractor(s) that will be used.
b) Names, addresses, legal status, and qualifications of major sub-contractor(s) proposed by your organization.
c) The scope of work and nature of subcontracting.

	 2.2  Corporate Experience
	The proposal should detail the Bidder’s experience in executing work of similar scope and complexity. 

	 2.3  Requirements for the Contractor
	The Proposal should address and describe all requirements spelled out under Section V and VII of the Terms of Reference (ToR). 

	 3. Meeting the Requirements

	 3.1  Understanding of the ToR
	· Please describe your understanding of the services that are to be provided under this ToR, detailing key assumptions that impact the Technical Proposal.
· Please discuss how you propose to address some of the sample tasks listed in Section III (Scope of Work) and Section IV (Provision of Software Engineering Services) of the ToR.

	 4. Contractor’s key staff

	4.1. Visa & Work Permits

	Provide written confirmation that the Bidder understands and agrees to take responsibility for obtaining any Visa and/or work permits, which may be required to perform the Work under the Contract. The CTBTO does not sponsor work permits for contractors.

	4.2. Documentation and Reporting
	Provide written assurance that all reports, documentation, and communication (written and oral) supplied to the Commission shall be in English and submitted in electronic form.

	 5. Model Contract

	
	A statement that the bidder has carefully reviewed the Model Contract and its Annexes and is in agreement with all its terms and conditions.





Part II – Compliance Matrix
	ToR Ref:
	Requirement
	Bidder Compliance (Yes/No)
	Indicate the section in your Proposal and ensure that it is sufficiently described in the Proposal

	IV
	Provision of Software Engineering Services
	
	

	IV.1
	Software Development and Enhancement
	
	

	IV.1.1
	Work Specifications
	
	

	
	The Contractor confirms its capability and capacity to provide to the Commission Software Development and Enhancement Work, which may  involve, but is not limited to, the following tasks:
A review of the requirements specifications, any existing systems and databases, and additional information requirements, and comments expressed by the Commission’s technical point of contact. The outcome of this step shall be a revised requirements document forming the basis for planning the Work.
Analysis of the requirement and design of the deliverables.
Code quality with well-defined testing plan.
Scheduling of the deliverables and estimating the effort to execute the Work.
Delivery and acceptance support of each deliverable.
Delivery of the documentation agreed for each project which will provide the Commission staff with a sound understanding of the rationale of the developed component, so that these staff can maintain and expand the system accordingly.
	
	

	IV.1.2
	Deliverables
	
	

	
	The Contractor confirms its capability and capacity to provide to the Commission Deliverables that may include, but are not limited to:
A statement of the requirements / objectives of the software component.
Source code as per agreed coding standards.
Test plans, test cases, test scripts and test results (of unit test, integration and system test and when applicable regression test).
Results of review and inspection (architectural, database design, code, documentation when applicable).
Technical documentation including design documents for the software components as per agreed standards.
Workshops or (tele)conferences for knowledge transfer to the Commission staff.
Recommendations / guidelines to help the Commission staff adhere to the implementation / design concepts.
Configuration management plan.
Deployment and Release policies.

	
	

	IV.2
	Software Support and Maintenance
	
	

	IV.2.1
	Work Specifications
	
	

	
	The Contractor confirms its capability and capacity to provide Software Support and Maintenance Work to the Commission, which may involve, but is not limited to, the following tasks:
Perform remote troubleshooting.
Provide proactive and/or reactive support services.
Analysis of the current functionality of a software system.
Provide and/or implement software patches and updates.
Migrations for major releases of software.
Implement deployment and release policies.
Provide installation and usability assistance.
Provide training or other services associated with operating the software.
Track and perform software license code updates and upgrades (when applicable).
	
	

	IV.2.2
	Deliverables
	
	

	
	The Contractor confirms its capability and capacity to provide to the Commission Deliverables that may include, but are not limited to:
Training materials.
Source code as per agreed coding standards.
Test plans, test cases, test scripts and test results (of unit test, integration and system test and when applicable regression test).
Updated technical documentation for the software components, as per agreed standards.
Workshops or (tele)conferences for knowledge transfer. 
Changelog: a description of what changes were made relative to the previous release, along with a list of files that were modified by each change. Each release shall also include a list of outstanding items to be done, including any known defects.
Monitoring Reports: regular reports on the performance and health of the software, including metrics such as uptime, response times, and system usage. 
	
	

	IV.3
	Software Testing Support
	
	

	IV.3.1
	Work Specifications
	
	

	
	The Contractor confirms its capability and capacity to provide Software Testing Support Work to the Commission, which may involve, but is not limited to, the following tasks:
Complete test preparation and execution.
Audit code coverage.
Work from software specifications to identify test data requirements and generate required test data.
Design, support the implementation and automate tests (unit tests, integration tests and system tests, and when applicable regression tests).
Correct errors by making appropriate changes and rechecking the program to ensure that the desired results are produced.
Report software defects and priorities.
Consult with managerial, engineering and technical personnel of the Commission to consolidate test efforts, identify bottlenecks, risk analysis and mitigation, and quality improvement as well as to coordinate test efforts and adapt to changing requirements and fast paced release schedules.
Consult with development team to troubleshoot and resolve project issues both technical and non-technical in nature.
	
	

	IV.3.2
	Deliverables
	
	

	
	The Contractor confirms its capability and capacity to provide to the Commission Deliverables that may include, but are not limited to:
Test plans / cases / scripts. 
Test results (of unit test, integration and system test and when applicable regression test).
Documented test standards.
	
	

	IV.4
	User Experience and Interaction Design Expertise
	
	

	IV.4.1
	Work Specifications
	
	

	
	The Contractor confirms its capability and capacity to provide User Experience and Interaction Design Expertise to the Commission, which may involve, but is not limited to, the following tasks:
Ensure the logical flow of the software product.
Conduct in-person user tests to observe users’ behaviour.
Refine and iterate to optimize user experience.
Support business analysis and software requirements, architecture and design tasks.
Develop Software Standards.
Mentor other Software Team members in User Experience methodologies.
Audit existing software designs and implementations in terms of user experience in preparation for upgrades / enhancements.
	
	

	IV.4.2
	Deliverables
	
	

	
	The Contractor confirms its capability and capacity to provide to the Commission Deliverables that may include, but are not limited to:
Wireframes, prototypes, and interaction design specifications (low- and high-fidelity as appropriate).
User journey maps and workflow diagrams illustrating logical software flows.
Recommendations and guidelines to support the Software Team in applying User Experience methodologies and principles.
	
	

	IV.5
	CI/CD/DevOps Support
	
	

	IV.5.1
	Work Specifications
	
	

	
	The Contractor confirms its capability and capacity to provide CI/CD/DevOps Support to the Commission, which may involve, but is not limited to, the following tasks:
Mentor other Software Team members in CI/CD/DevOps methodologies.
Develop release and deployment policies.
Support the implementation of release and deployment policies.
Support scripting of automated deployment (and rollback) of releases.
Design, implement and maintain infrastructure for running and evaluating the Software.
Adjust operating system settings, Docker runtime, and container orchestration parametrisation.
Support developers in testing and running the Software on development machines.
	
	

	IV.5.2
	Deliverables
	
	

	
	The Contractor confirms its capability and capacity to provide to the Commission Deliverables that may include, but are not limited to:
CI/CD pipeline design documentation, describing the architecture, toolchain, and workflow for build, test, and deployment automation.
Implemented and documented CI/CD pipeline configurations.
Release and deployment policy documentation, including rollback procedures and environment promotion strategies.
Infrastructure-as-Code (IaC) scripts and configuration files for container orchestration and environment setup (e.g., Kubernetes manifests, Helm charts, Dockerfiles).
Guidelines and documentation to support developers in building, testing, and running the Software on development machines.

	
	

	IV.6
	Geospatial Visualization and Web Mapping Support
	
	

	IV.6.1
	Work Specifications
	
	

	
	The Contractor confirms its capability and capacity to provide Geospatial Visualization and Web Mapping Support to the Commission, which may involve, but is not limited to, the following tasks:
Assist in searching and collecting information from the raw data.
Prototype GUI elements to help visualize extracted insights from large datasets on geospatial maps.
	
	

	IV.6.2
	Deliverables
	
	

	
	The Contractor confirms its capability and capacity to provide to the Commission Deliverables that may include, but are not limited to:
UI/UX prototypes and mockups for map-based visualizations, illustrating proposed approaches for displaying geospatial information.
Implemented web mapping components (e.g., using OpenLayers), integrated with the DOTS frontend and compatible with map layers provided by the Commission.
Technical documentation describing the design, configuration, and usage of geospatial visualization components.
Recommendations and guidelines for best practices in geospatial data visualization within the DOTS ecosystem.
	
	

	V.1
	Contractor’s requirements
	
	

	V.1 1.
	A minimum of four (4) staff shall be included in the Team Roster that shall meet the   requirements as described in Section ‎V.2.4 (individually) and Section ‎V.2.5 (as a team) of this ToR. This shall apply throughout the Contract period.
	
	

	V.1 2.
	Demonstrated experience implementing at least three (3) projects of similar scope and complexity.
	
	

	V.1 3.
	Demonstrated experience, in the last five (5) years, in using a recognized formal project management methodology (how the work is to be managed and controlled, risk management, reporting, planning and assurance of quality), such as PRINCE2.
	
	

	V.1 4.
	Demonstrated experience, in the last five (5) years, in using a formal software engineering methodology and providing services using an Agile framework, such as Scrum.
	
	

	V.1 5.
	Staff turnover has been and is kept below 20% per year over the past three (3) years.
	
	

	V.1 6.
	All reports, documentation, and communication (written and oral) supplied to the Commission shall be in English and submitted in an electronic form.
	
	

	V.1 7.
	Provide a warranty period of at least two (2) years after the completion of the user acceptance testing (see Section ‎VI of this ToR). Terms and conditions of post-warranty support and bug fixes shall be clearly specified and be included in the Contract.
	
	

	V.1 8.
	Working hours of relevant staff (e.g. project manager and lead developers) assigned to a Software Team, to overlap at least two (2) hours with the Commission’s working hours (9am to 5pm CET), as deemed necessary by the Commission.
	
	

	V.1 9.
	Has a demonstrated Risk Management methodology in place and which will be applied for the execution of the outlined software development activities in these Terms of Reference as per Section ‎VIII of this ToR.
	
	

	V.1 10.
	Has established an escalation and remediation procedures in case of delayed service delivery.
	
	

	V.1 11.
	Has a demonstrated secure software development methodology in place, including documented secure coding standards, security testing practices, and procedures for the remediation of identified vulnerabilities, which will be applied throughout the software development lifecycle for all activities outlined in these Terms of Reference.
	
	

	V.1 11.
(asset)
	Use of standard approach for quality assurance, operational efficiency and customer satisfaction, a current CMMI level 3 or higher, or ISO 9001 certification or equivalent.
	
	

	V.1 12.
(asset)
	Use of standard approach to manage IT services, preferably ITIL. ISO 20000 certification or equivalent.
	
	

	V.2
	Team Roster
	
	

	V.2.3
	Software Team
	
	

	V2.3 1.
	The Contractor shall ensure that each member of the Software Team:
is dedicated to the project during the development period (unless otherwise agreed in writing by the Commission); and
is not re-assigned from the project without the prior written consent of the Commission.
	
	

	V2.3 2.
	The Contractor shall satisfy the following mandatory requirements:
Establish and share with the Commission, a pre-screening process to identify suitable staff.
Provide documented evidence that the proposed Software Team is appropriately skilled and experienced to carry out the work plan.
Upon written request by the Commission, replace Software Team members deemed to be performing unsatisfactorily or provide specific training to address a gap in knowledge identified after a Software Team member has started his or her assignment, at no cost for the Commission. 
Establish an induction program, at no cost for the Commission, to help new members of the Software Team become operational within a predefined period after the acceptance of the start of their assignment for the Commission. The duration of the period will normally be from one (1) to three (3) months depending on the type of service.
Ensure that the knowledge is retained in the team roster in case of staff turnover, at no cost for the Commission.
Inform the Commission of a planned change of a team member with a minimum of one (1) month notice to allow for enough time for the pre-screening process.
Confirm that the Software Team shall continuously keep abreast of the technological advancements, thereby supporting the Commission by delivering high-quality and innovative software solutions.
	
	

	V.2.3 3.
	The Contractor shall be proactive in identifying and proposing additional resources and/or expertise to the Software Team based on the current needs for the Software Project.
	
	

	V.2.4
	Requirements for each member of the Team Roster
	
	

	V.2.4 1.
	At least two (2) years of recent experience using Agile framework such as Scrum.
	
	

	V.2.4 2.
	At least two (2) years of recent experience working with a state-of-the-art ticket management system such as Jira.
	
	

	V.2.4 3.
	Fluent communication in English.
	
	

	V.2.5
	Skills and experience amongst the members of the Team Roster
	
	

	
	[bookmark: _Ref170375422][bookmark: _Ref223339428]The following combined skills and experience shall be available in the Team Roster, and shall be maintained for the duration of the Contract; at the minimum, three (3) of these requirements shall be met by each individual in the Team Roster, but all of these skills and experience shall be available in the Team Roster aggregate
1. A minimum of two (2) years of demonstrated experience in software engineering (eliciting use cases and requirements, design, development, support, maintenance and enhancement, documentation) for operational software systems.
2. [bookmark: _Ref170375306]A minimum of two (2) years of demonstrated experience providing software maintenance and support services for complex and custom software systems.
3. [bookmark: _Ref170373636]A minimum of two (2) years over the past five (5) years, in the development of RESTful APIs using Java (e.g. Spring Framework).
4. [bookmark: _Ref170375371]A minimum of two (2) years over the past five (5) years, in the development of RESTful APIs using TypeScript. 
5. [bookmark: _Ref223339481]A minimum of two (2) years over the past five (5) years, in the development of web applications, using React.
6. [bookmark: _Ref170374468]A minimum of two (2) years of development experience with SQL databases, including experience using Oracle.
7. A minimum of one (1) year of experience with message brokers, preferably using Kafka and/or RabbitMQ.
8. [bookmark: _Ref170823650]A minimum of one (1) year of experience integrating authentication and authorization mechanisms using standards such as OAuth 2.0, OpenID Connect, or SAML.
9. A minimum of two (2) years of experience, over the past five (5) years, in software security engineering, including secure software development practices and API security design. A recognized security certification, such as CISSP, CSSLP, or equivalent, would be an asset.
10. A minimum of three (3) years of experience as a solutions architect of an information system. An iSAQB (International Software Architecture Qualification Board) certification or equivalent would be an asset.
11. [bookmark: _Ref170827030][bookmark: _Ref170827036]A minimum of one (1) year of experience using a disciplined approach for planning, designing, executing and reporting on software testing, including scripting techniques for automated testing. An ISTQB (International Software Testing Qualifications Board) certification or equivalent would be an asset.
12. [bookmark: _Ref170829129]A minimum of one (1) year of experience over the past five (5) years as a User Experience and Interaction designer on projects with similar scope, that demonstrate the solid understanding of Software development methodologies.
13. [bookmark: _Ref170830288]A minimum of two (2) years of demonstrated experience as a business analyst, requirements engineer or equivalent, having in-depth knowledge of requirements engineering, definition of requirements engineering processes and practices. An IREB (International Requirements Engineering Board) certification or equivalent, would be an asset.
14. [bookmark: _Ref170829467][bookmark: _Ref170830578]A minimum of one (1) year of demonstrated experience with GitLab CI and/or Jenkins. Experience with a repository manager like Nexus, would be an asset.
15. A minimum of one (1) year of demonstrated experience designing and implementing a disciplined approach for continuous integration using Docker/OCI containers and Kubernetes.
16. [bookmark: _Ref170914063]A minimum of one (1) year of demonstrated experience over the past five (5) years in developing geospatial/digital mapping applications, having experience with OpenLayers, would be an asset.
17. [bookmark: _Ref223342975]A minimum of six (6) months of demonstrated experience using AI tools, including Large Language Models (LLMs), for software engineering tasks such as code generation, documentation, or testing.
	
	

	VI
	Organization of Work
	
	

	
	The Contractor confirms the proposed Organization of Work as detailed in Section VI of the ToR.
	
	

	VI.3
	Completion and Acceptance
	
	

	
	(a) At the end of a particular Work under a Sprint WO, the Contractor shall submit to the Commission the deliverables within the period of performance stated in the respective Sprint WO. The deliverables may include, but are not limited to:
Updated Documents (e.g. Software Design Document, Software User Guide and Developers Guide.)
Updated source code for software and common libraries, including documentation.
The functionality of the delivered product.
(b) The deliverables will be evaluated by the Commission within twenty (20) working days after delivery of the product by the Contractor.
(c) If so requested by the Commission in a Sprint WO, upon completion of the Work(s) under the Sprint WO, the Contractor shall provide an oral presentation (including slides/handouts as required) to the Commission at its Headquarters in Vienna.
(d) At the completion of the Work performed under an FRD resulting in an integrated and deployable version of the Software or functional subsystem (hereinafter referred to as a “Release Candidate”), the Contractor shall submit such Release Candidate for User Acceptance Testing (UAT) by the Commission.
(e) The Commission shall perform UAT within thirty (30) working days to verify that the Release Candidate conforms to the agreed functional and non-functional requirements defined in the applicable FRD and associated Sprint Work Orders.
	
	

	VI.4
	Reporting
	
	

	
	During the execution of the Sprint WO, the progress status must be communicated to the Commission as defined in the Sprint WO.
At the end of the performance period stated in the Sprint WO, the Contractor shall submit a Report to the Commission, electronically via email and within five (5) working days following the completion of each Sprint WO, describing all the performed activities, including but not limited to:
· Status of the work items.
Remaining balance of resources in the FRD
Within five (5) working days following the completion of the last Sprint WO of the FRD, the Contractor shall submit an End of FRD Report to the Commission, electronically via email, describing the updates of the team roster and the achievements of the Sprint WOs executed under the FRD. 

	
	

	VII
	Standards and Working Environment
	
	

	VII.1
	The Contractor shall adhere to the described software and database environment.
	
	

	VII.2
	The Contractor shall adhere to the described best practices and standards.
	
	

	VII.3
	The Contractor shall adhere to the described work environment.
	
	

	VII.4
	The Contractor shall provide a business continuity and risk assessment plan at the commencement of the Contract to identify potential risks that could impact the successful execution of the implementation activities outlined in this Terms of Reference. 
Risks may include, but are not limited to, technical challenges, changes in project requirements/scope, resource constraints, schedule delays, integration difficulties, and third-party software dependencies. The risk assessment plan should be consistently updated, aligning with the delivery of Work milestones or significant accomplishments.
Upon the satisfactory completion of the Work, the Contractor shall conduct a final review of the initially identified risks. Risks that have been effectively mitigated or did not materialize should be officially closed, accompanied by appropriate documentation. 
The insights gained from the risk management process should be methodically documented and shared with the client, thereby contributing to the knowledge repository for forthcoming similar Works.
	
	

	VII.5
	The Contractor shall implement and maintain appropriate technical and organizational measures to protect the confidentiality, integrity, and availability of CTBTO's information and systems throughout the duration of the Contract. Access to CTBTO systems and data shall be granted on a least-privilege basis with multi-factor authentication, and access rights shall be reviewed regularly and revoked promptly upon personnel departure or contract end. All data shall be encrypted in transit and at rest, and any identified vulnerabilities shall be remediated in a timely manner commensurate with their severity, supported by annual independent penetration testing. The Contractor shall designate a named point of contact responsible for information security matters for the duration of the Contract.
Where the Contract involves software development, the Contractor shall apply secure development practices throughout the software lifecycle, conducting appropriate security testing prior to any deployment into a production environment and remediating critical and high findings before go-live.
	
	



